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Abstract

Conspiratorial ideation is the tendency of individuals to believe that events and power rela-
tions are secretly manipulated by certain clandestine groups and organisations. Many of
these ostensibly explanatory conjectures are non-falsifiable, lacking in evidence or demon-
strably false, yet public acceptance remains high. Efforts to convince the general public of
the validity of medical and scientific findings can be hampered by such narratives, which
can create the impression of doubt or di 1tin areas where the science is well
established. Conversely, historical examples of exposed conspiracies do exist and it may
be difficult for people to differentiate between reasonable and dubious assertions. In this
work, we establish a simple mathematical model for conspiracies involving multiple actors
with time, which yields failure probability for any given conspiracy. Parameters for the model
are estimated from literature examples of known scandals, and the factors influencing con-
spiracy success and failure are explored. The model is also used to estimate the likelihood
of claims from some commonly-held conspiratorial belieis; these are namely that the moon-
landings were faked, climate-change is a hoax, vaccination is dangerous and that a cure for
cancer is being suppressed by vested interests. Simulations of these claims predict that
intrinsic failure would be imminent even with the most generous estimates for the secret-
keeping ability of active participants—the results of this moedel suggest that large conspira-
cies (>1000 agents) quickly become untenable and prone to failure. The theory presented
here might be useful in counteracting the potentially deleterious consequences of bogus
and anti-science narratives, and examining the hypothetical conditions under which sustain-
able conspiracy might be possible.
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The spread of true and false
news online

Soroush Vosoughi,' Deb Roy,' Sinan Aral®*

‘We investigated the differential diffusion of all of the verified true and false news stories
distributed on Twitter from 2006 to 2017 The data comprise ~126,000 stories tweeted by

=3 million people more than 4.5 million times. We classified news as true or false using
information from six independent fact-checking organizations that exhibited 95 to 98%
agreement on the classifications. Falsehood diffused significantly farther, faster, deeper, and
more broadly than the truth in all categories of information, and the effects were more
pronounced for false political news than for false news about terrorism, natural disasters,
science, urban legends, or financial information. We found that false news was mone novel than
true news, which suggests that people were more likely to share novel information. Whereas
false stories inspired fear, disgust, and surprise in replies, true stories inspired anticipation,
sadness, joy, and trust. Contrary to comentional wisdom, robots accelerated the spread

of true and false news at the same rate, implying that false news spreads more than the truth
because humans, not robots, are more likely to spread it.
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Challenging
misinformation :
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* We know that doctors, scientists, and . |
patient advocates can play a partin

combatting disinformation

e But there are limitations to this - and
consequences

=4 BM) Open Establishing a taxonomy of potential
hazards associated with communicating
medical science in the age

of disinformation
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Misrepresentation

Misrepresentation of scientific evidence/expertise

Cherry-picking/quote Selective, manipulative filtering of scientific “THC kills cancer, but doctors don’t want you to know
mining evidence or expert statements, taken out of about cannabis cures."—THC can kill cells in a Petri
context to undermine evidence base or promote dish, but Killing plated cells is entirely different from
a narrative. treating human cancer.




Discreditation

Discreditation attempts

Alleging vested interests Claims that the speaker is compromised due ‘Who's paying you to say this?'—Unsubstantiated
to some apparent conflict of interest or that allegation to deflect from absence of evidence for a
experts are otherwise lacking impartiality. narrative or claim.




Dubious amplification

Dubious amplification of pseudoscientific narratives

Astroturfing/sockpuppeting Use of fake social media accounts/fictitious Example: Accounts which spring up once an
pressure groups to provide an illusion of a wider initial antifact site is blocked but which include
grassroots support for a particular narrative. misinformation consistent with the originator’s initial

social media accounts.




Malicious complaints

Malicious complaints/abuse of regulatory frameworks

Vexatious complaints to Making calculated complaints to one's employer Exaggerated/misleading accounts of interactions
employers or threatening to do so in order to intimidate with public advocates and demands to censure
them into silence. them, typically aimed at an individual’s university or
employer.




Intimidation

Intimidation

Legal threats Legal notices and mechanisms can also be used Threatening to bring an advocate to court for alleged
to silence researchers questioning a narrative,  defamation, also used judiciously to limit independent
from cease and desist notices to defamation investigation on pseudoscientific narratives.

claims.




Abuse experienced

Insults based on
appearance / gender / race
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Viclence and Intimidation experienced

Threats / implications of violence
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Vexatious complaints experienced

= Required investigation
m Dismissed without investigation
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Employer / Legal Professional
Institution Complaint Body
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Improved emational
support services

Clearer guidelines / training
on public engagement
Increased support from
advocacy / healthcare bodies

Practical legal advice

Dedicated outreach funding

Mecre proactive stance
from institutions | bodies

Increased support from
academic institutions




" | Prevention
better than
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Science & Society reports

Health disinformation & social media

The crucial role of information hygiene in mitigating conspiracy theory and infodemics

David Robert Grimes®”
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1IPL W \Water fluoridation Is a conspiracy to dump chemical waste in water

P48 GMOs are a plot to control the world population

The CIA deliberately infected people with AIDS

1= COVID-19 is caused by 5G radio-frequency

O Wl refuse the coronavirus vaccine if/when it i1s available

Vaccines cause autism and other disorder which doctors cover up

~0 L8 Cell phones cause cancer and the government cover it up

=L COVID-19 was manufactured in a laboratory

<Y&W The FDA is suppressing a cancer cure
to protect pharma profits

% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
Respondents agreeing with statement
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Sometimes, confusion is part of the issue....
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Beyond Orwellian Militrary Grade Technlogy Soon Deployed Everywhere
3D MIMO Multi Beamforming Using New 5G SmartPhones As Weapons

Premise 1:  All radio-frequency radiation is
electr mlagmti ic radiation.
Premise 2:  Some electromagnetic radiation can
Cause Cancer,
Conclusion: Thus, radio-frequency radiation causes cancer.




A fact out of context can lead up to error..

Cancer rates are going up! So something must be
making the world more carcinogenic, right?!

Cancer cases to continue rising
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. PREVENTIVES

CHOLERA!

Published by order of the Saratory Committes, under the sanction of the
Medicnl Counsel,

BE TEMPERATE IN EATING & DRINKING!
«dvoid Rme Vegelables and Unripe Fruil |
Abstain from COLID WATER, when heat=
ed, and above all from drdent Spirits,
and if habit have rendered them indispens-

able, take much less than usual,




Sometimes, classic “disinformation” is the issue...

CHILD DEVELOPMENT

Child Development, January/February 2018, Volume 89, Number 1, Pages 141-147

Your 5G Phone Won’t Hurt You.But Russia

See C. Sage and E. Burgio, “Genetics, epigenetics and electromagnetic fields: How - d
wireless technologies may affect childhood development, autism and ADHD”, lWatl ts You to 77. ln k Otherwlse
]

https:/ /doi.org/10.1111/cdev.12824

RT America, a network known for sowing disinformation, has a
new alarm: the coming ‘56G Apocalypse.

Distinguishing Polemic From Commentary in Science: Some Guidelines
[ustrated With the Case of Sage and Burgio (2017)

Dorothy V. M. Bishop

David Robert Grimes
University of Oxford

Queens University Belfast and University of Oxford







Dead and alive: Beliefs in contradictory conspiracy theories.

Citation

Wood, M. J., Douglas, K. M., & Sutton, R. M. (2012). Dead and alive: Beliefs in contradictory conspiracy theories. Social
Psychological and Fersonality Science, 3(6), 767-773.
http-//dx.doi.org/10.1177/19485506114 34786

Abstract

Conspiracy theories can form a monological belief system: A self-sustaining worldview comprised of a network of mutually
supportive beliefs. The present research shows that even mutually incompatible conspiracy theories are positively correlated in
endorsement. In Study 1 (n = 137), the more participants believed that Princess Diana faked her own death, the more they
believed that she was murdered. In Study 2 (n = 102), the more pariicipants believed that Osama Bin Laden was already dead
when U.5. special forces raided his compound in Pakistan, the more they believed he is still alive. Hierarchical regression models
showed that mutually incompatible conspiracy theories are positively associated because both are associated with the view that
the authorities are engaged in a cover-up (Study 2). The monological nature of conspiracy belief appears to be driven not by
conspiracy theories directly supporting one another but by broader beliefs supporing conspiracy theories in general. (PsyclNFO
Database Record (c) 2016 ARA, all rights reserved)



The Dunning-Kruger Effect

know nothing experience exper
(knowledge in field)

Why do people perpetuate these claims?






Thoughts

 Combatting myths is difficult and there are consequences for those
who engage it in

* Picking one’s battles is critical — not all beliefs are worth challenging,
diminishing returns a problem

* PREVENTION of exposure is much better than trying to cure exposure
to disinformation — it is better than people are aware of the extent of
disinformation, and immunised against it

* Social media companies have long shirked their responsibility on this,
as they view all engagement as profitable. This is to our detriment.



	Challenging online disinformation
	Disinformation is rife online…. 
	Slajd numer 3
	Challenging misinformation 
	Slajd numer 5
	Misrepresentation 
	Discreditation 
	Dubious amplification 
	Malicious complaints 
	Intimidation 
	Slajd numer 11
	Slajd numer 12
	Slajd numer 13
	Slajd numer 14
	Prevention better than cure! 
	Slajd numer 16
	Slajd numer 17
	Slajd numer 18
	Cancer rates are going up! So something must be making the world more carcinogenic, right?! 
	Slajd numer 20
	Sometimes, classic “disinformation” is the issue…
	Slajd numer 22
	What do these two people have in common?! 
	Why do people perpetuate these claims? 
	Slajd numer 25
	Thoughts 

