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Agenda

• Cyber attack

• Strategies

• Cyber Bunker

• How to achieve it?
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Data Domain can lock (compliance) data. 

No one can modify / delete file
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Every 11 seconds
a cyber or ransomware attacks occur.*

Cyber threats 2021: 
the facts

39s

86%
of breaches 

are financially 
motivated.

71%

48%
of breaches 

involved
small business.

43%

$6T
Total global 

impact of cyber 
crime in 2021.

Cybersecurity 

Ventures

$1T

https://cybersecurityventures.com/global-ransomware-damage-costs- predicted-to-reach- 20-billion-usd-by- 2021

https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021

$13M

$24.7M
Avg. cost of 

cybercrime for an 
organization.

Banking $18.4M

Utilities $17.8M

Software $16.0M

Automotive $15.8M

Insurance $15.8M

High Tech $14.7M

Capital Markets $13.9M

Energy $13.8M

US Federal $13.7M

Consumer Goods $11.9M

Health $11.9M

Retail $11.4M

Life Sciences $10.9M

Media $9.2M

Travel $8.2M

Public Sector $7.9M

https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021
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92%

Organizations 

cannot detect cyber 

attack

Average time to 

detect is 100 days

67%

Organizations had 

incident within last 

year within real 

issues
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Castle strategy
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Castle strategy
Real time

protection
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Ambulance 

strategy
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Ambulance 

strategy
Cyber Bunker
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Cyber Recovery Requirements

Isolation

Physical & logical 
separation of data

Immutability

Preserve original 
integrity of data

Modern threats require modern solutions

Intelligence

ML & analytics 
identify threats
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Cyber Bunker gives us answers for the questions

• What if I am encrypted?

• Am I being encrypted?

• Who encrypts me?

• How to stop being encrypted?

• Which copy to use to recover?

• How to recover?
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IT Infrastructure
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Cyber Recovery Vault

PowerProtect Cyber Recovery for AWS
Data Vaulting and Recovery Processes

1

Sync
Copy

2

Automated
Operational Air Gap

Lock

3

AWS S3

PowerProtect 
DDVE

PowerProtect 
Cyber Recovery

VPC

‸Data Center

(on-premises or Cloud)

BackupProduction

Recover
Monitoring & Reporting
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Air Gap

Cyber Bunker
Cyber

Recovery

Checking
ransomware

Recovery

automation

Management

and automation

Cyber
Sense

Backup
software

Sandbox Any tests

What is the cost?
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Check it – worth!

• Discussion

• Qualification - Infrastructure / Security departments

• Solution
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Cyber Bunker

• Continue business regardless of criminals

• Detect attack

• Help to remove effect of attack
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